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Blockchain technology has become a solution in various
industries, with enormous potential in the financial
sector. As a decentralised data management technique,
blockchain will eliminate intermediaries, reduce
transaction costs, and provide a secure and immutable
ledger to increase trust among stakeholders in the

Keywords: financial industry. This study aims to thoroughly examine
) the potential and challenges of blockchain in the financial
Blockchain ) .
Cropt sector, as well as evaluate the benefits associated with its
ryptocurrency implementation. This will provide broader insights into
Consensus

how blockchain technology can enhance the potential of
the financial industry and accelerate the adoption of
blockchain technology to create a more efficient, secure,
transparent, and inclusive financial system, thereby
contributing significantly to the understanding of how
blockchain can be a catalyst for significant change in the
financial industry.
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1. INTRODUCTION

The financial industry plays a significant role
in the global economy by providing a range
of financial services. These range from
management, storage, lending, investment, to
asset protection. This sector plays a crucial
role in maintaining economic stability and
growth[1].  Several significant issues
currently face the financial industry, one of
which is the high cost of transactions,
particularly due to the involvement of

numerous intermediaries in the traditional
financial system, resulting in high costs and
lengthy transaction times[2]. Limited access
to banking services in remote areas
(blindspot areas) also poses a significant
challenge, making it difficult for many
people to access financial services in real
time. Another issue is the risk of data
manipulation or transaction recording errors
in traditional systems, which threaten the



integrity and reliability of data in financial
system transactions[3].

To address these issues, blockchain
technology has emerged as an innovative
solution offering significant potential to
enhance the financial industry's capabilities.
Blockchain technology is a transformative
force in the financial sector, offering
substantial benefits, including enhanced
transparency, improved security, and
increased efficiency[4]. Blockchain, initially
known as the underlying technology for
cryptocurrency, is a decentralised ledger
system that can securely store data in a
transparent and immutable manner once
recorded. Blockchain offers a decentralised
solution, eliminating the need for
intermediaries in transactions, reducing
costs, accelerating transaction times, and
improving operational efficiency[5].
Furthermore, in terms of financial
transactions, the risk of data manipulation or
double posting poses a problem that
undermines the integrity and reliability of
data. Blockchain is currently widely applied
in various financial sector functions, such as
fund intermediation, where this technology
can directly connect savers and borrowers
without involving banks or traditional
financial institutions as intermediaries,
ultimately reducing transaction costs. In
terms of payment processes, blockchain
offers faster and cheaper cross-border
transactions by eliminating the high fees
charged by banks or other payment
institutions[6]. In the investment sector,
blockchain enables transparent recording and
transactions, reducing the risk of fraud and
providing broader access opportunities for
investors. Meanwhile, in risk management,
blockchain can provide a more reliable
system for data verification and processing,
thereby reducing the potential for financial
transaction data manipulation[7].

The process of implementing blockchain in
the financial industry also faces various
challenges, including regulatory barriers,
scalability issues, and a lack of agreement
among stakeholders. In addition to these
challenges, this technology also has the
potential to change users' perspectives on
digital  identity = and  personal data

Rahmadani, The Potential of Blockchain... | 16

management, which could have a significant
impact on financial services, banking, and
insurance[8].
This research aims to examine the potential
and challenges of blockchain in the financial
industry in depth and evaluate the benefits
associated with its implementation. This will
provide broader insights into how blockchain
technology can enhance the potential of the
financial sector and accelerate the adoption
of blockchain technology to create a more
efficient, secure, transparent, and inclusive
financial system, thereby contributing
significantly to the understanding of how
blockchain can be a catalyst for significant
change in the financial industry.

2. METHODS

Blockchain is a digital ledger technology that
stores data in chronologically linked,
immutable, distributed, and decentralised
blocks, making transactions more secure and
transparent[9]. Each block contains a set of
transactions that have been verified and
approved by the network. Once transactions
are recorded in a block, the data cannot be
altered or manipulated, making blockchain
highly secure and trustworthy[10]. This
technology is distributed because copies of
the ledger are stored across numerous nodes
(computers) spread throughout the network,
rather than on a single central data centre.

2.1 Distributed, Encrypted & Immutable
Database

Blockchain utilises a distributed database,
which means that data or information is not
stored in a single location but is spread
across multiple nodes (computers) connected
in a decentralised network system, similar to
a client-server network architecture[11].
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Each node in the network will have a
complete copy of the entire blockchain,
thereby increasing reliability and resilience
to damage or possible hacking attempts. The
data stored in the blockchain will also be
encrypted, which means that the information
is protected by strong cryptographic
algorithms, so that only authorised parties
can access or modify it[10]. The advantage
of blockchain is that once data is recorded, it
cannot be changed (immutable). Once a
transaction or data is entered into the
blockchain, no party can modify, add to, or
delete it without leaving a clear trace,
ensuring the integrity and reliability of the
recorded data.

2.2 Every Transaction is Recorded in
Block

A Dblockchain comprises of blocks, chains,
nodes, and master nodes. Nodes are in-
charge of the network’s blocks. Adding
blocks to the blockchain is a challenging
operation requiring mathematical problem
solving[12]. Each  block contains
information about a specific transaction,
such as the sender, recipient, amount of
funds or data exchanged, and a timestamp
indicating when the transaction occurred.

Blockehain node: Blockchain node

Blockchain node

Blockchain node

Blockchain node
Blockchain node

Figure 2. Blockchain Node

This block is then verified by the network
using a consensus algorithm, which ensures
that the recorded transactions are legitimate
and valid. Once the transaction has been
successfully verified, the information is
added to a new block and becomes a
permanent part of the blockchain.

2.3 Blocks Connected Chronologically

Each block successfully added to the
blockchain is connected chronologically to
the  previous  block, forming an
interconnected chain. Each block contains a
hash (a unique code) of the preceding block,
which serves as a link between blocks[13].
This process creates a chain structure that
cannot be changed without affecting the
entire sequence of previous blocks. If
someone attempts to modify the data in one
of the blocks, the hash in that block will
change, which will impact all subsequent
blocks. Therefore, changes to one block will
be detected by the entire network, preventing
manipulation or unauthorised modifications
to the recorded data.

2.4 Transparency, Decentralisation &

High Security

Blockchain has a very high level of
transparency because every transaction
recorded in the blockchain can be accessed
and verified by all parties who have access to
the network. This ensures that all
transactions are open and visible to every
user, without compromising user privacy.
Blockchain is also decentralised, meaning no
single entity controls the entire network.
Every member of the network plays an equal
role and validates transactions without
relying on a central authority. This process
reduces the risk of abuse or manipulation
that often occurs in centralised systems.
Blockchain offers high security through the
use of strong cryptography, consensus
mechanisms, and its distributed nature[ 14].

2.5 Consensus

Consensus is a core component of
blockchain infrastructure that ensures that all
nodes in the network agree on the latest
status of the data (ledger) even though they
do not trust each other[15]. Consensus in the
context of blockchain refers to the
mechanism or process used by the network
to reach a mutual agreement on the validity
of transactions that occur. Since blockchain
is decentralised, there is no single entity
verifying  transactions, so all nodes
(computers connected to the blockchain
network) must agree to ensure that the data



or transactions to be added to the blockchain
are valid and legitimate[16]. The consensus
process aims to prevent issues such as double
spending, resolve conflicts, and ensure the
integrity and security of data within the

network. Various types of consensus

algorithms are wused in blockchain[17],

including:

1. Proof of Work (PoW)

2. Proof of Stake (PoS)

3. Delegated Proof of Stake (DPoS)

4. Proof of Authority (PoA)

5. Practical Byzantine Fault Tolerance
(PBFT)

6. Tendermint BFT
7. Proof of Elapsed Time (PoET)

2.6 Stages of Blockchain Work

Several stages of blockchain work can be
explained as follows[18][19][20];

1. Transaction Request
The process begins with a transaction
request from a user who wants to
exchange or send data, assets, or
information.

2. Sent To All Nodes in The Network
Once a transaction request is made, the
transaction data will be sent to all nodes
in the blockchain network. In a
blockchain network, all nodes are
interconnected and function to verify
new transactions. Each node will receive
and store the transaction information
being processed

3. The Networks Validate
Once all nodes have accepted the
transaction, the next step is to validate
the transaction. This process is carried
out to ensure that the transaction sent is
valid and complies with the rules
applicable in the blockchain network.
Validation is carried out by checking
whether the sender has sufficient
balance, whether the digital signature is
valid, and whether the transaction does
not violate the consensus rules used by
the network. If the transaction meets all
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requirements, it is considered valid and
ready to be included in a new block.

4. New Block Created
Once the transaction has been validated,
the transaction data will be collected
along with other transactions and entered
into a new block. Each block contains a
set of verified transactions, as well as
other information such as the hash of the
previous block, which links this block to
the previous block in the chain. The
process of forming a new block goes
through a consensus algorithm, which
ensures that all nodes agree on the block
to be added to the blockchain. Once
consensus is reached, the new block is
ready to be added to the blockchain.

5. The transaction 1is completed
permanently saved
Once a new block has been successfully
added to the blockchain, the transaction
is considered complete and permanently
stored in the decentralised ledger. The
information in the block cannot be
changed or deleted because each block is
linked to the previous block via a hash,
making it very difficult to manipulate
without damaging the entire blockchain
chain.

and

2.7 Smart Contract

A smart contract is a computer program that
runs on a blockchain and automatically
executes an agreement if the conditions are
met[21]. A smart contract is a digital
contract that will be automatically executed
by a computer program based on an
agreement or conditions that have been pre-
programmed in computer code[22]. Smart
contracts operate based on ‘If-Then’ logic,
where the conditions agreed upon by both
parties are written in code, and the contract is
automatically executed when the specified
conditions are met[23]. Smart contracts have
the potential to be used in various fields,
ranging from financial transactions, trade,
asset management, to legal agreements.
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2.8 Platform Blockchain

There are many types of blockchain
platforms that can be used for financial
management needs[24][25].

1. Ethereum
Ethereum is an open-source blockchain
platform that enables the development of
decentralised applications (DApps) and
smart contracts. Ethereum uses a Proof of
Stake (PoS) model for consensus and is
renowned for its ability to support

various  blockchain-based  projects,
including DeFi and NFTs..
2. Solana

Solana is a blockchain platform that
focuses on high transaction speeds and
low fees. Using the Proof of History
(PoH) consensus mechanism, Solana is
designed to  support  large-scale
applications such as DeFi and Web3,
with transaction speeds that can reach
thousands per second.
3. Hyperledger Fabric

Hyperledger Fabric is a permissioned
blockchain  platform  designed for
enterprise use. Used primarily in supply
chain management and banking,
Hyperledger Fabric offers high privacy,

security, and interoperability = with
support for smart contracts and
modularity.

4. Corda

Corda is a permissioned blockchain
platform developed by R3, focusing on
the financial sector and enabling verified
transactions between trusted parties.
Corda allows integration with existing
systems and supports privacy
transactions and high compatibility with
financial institutions.
5. Polkadot

Polkadot is a blockchain platform that
enables interoperability between different
blockchains, allowing them to
communicate with each other. Using the
Nominated Proof of Stake (NPoS)
consensus mechanism, Polkadot enables

parachains (specialised blockchains) to

share  information  and  security,
facilitating more complex decentralised
applications.

6. Cosmos
Cosmos is a platform that enables the
construction of interconnected

blockchains through the IBC (Inter-
Blockchain Communication) protocol.
Known as the ‘blockchain internet,’
Cosmos aims to solve scalability and
interoperability issues, allowing various
blockchains to communicate and share
data efficiently.

7. Others Platform
There are many other more specific or
developing blockchain platforms such as
Cardano, Tezos, and Avalanche, each
offering unique solutions to security,
scalability, and decentralisation issues in
various sectors, including finance, digital
identity, and supply chain.

3. RESULTS AND DISCUSSION
Blockchain architecture in financial systems
refers to the technical design and structure
that enables the application of blockchain
technology to various financial transactions
and services. Blockchain in financial systems
has several key elements that play an
essential role in creating a more efficient,
transparent, secure, and decentralised
financial system.

)

Blockchain
Infrastructure

Financial
Application

User Interface

Figure 3. Blockchain Implementation

3.1 System Implementation



The application of blockchain technology in
financial information systems has brought
about a significant revolution in the way
financial transactions and data are managed

1. Financial Information
System
In a financial management information
system, blockchain will serve as a
distributed ledger that securely and
transparently stores financial records.
Each transaction is recorded in
chronologically linked blocks that cannot
be altered, thereby reducing the risk of
data manipulation or recording errors.
With this integration, companies or
financial institutions can  monitor,
manage, and compile financial reports in
real time, as well as make faster and
more accurate decisions based on valid
data.

2. Cross-border Money Transfers
Cross-border money transfers
(remittances) are one of the main areas
where blockchain can have a significant
impact. In general, cross-border money
transfers often involve high fees and long
processing times, as they involve many
intermediaries such as banks and other
financial institutions. With blockchain,
money transfers can be made directly
between parties without intermediaries,
using cryptocurrencies or blockchain-
based tokens.

3. Smart Contract
A smart contract is a contract that is
executed automatically based on pre-
programmed conditions. In a financial
context, smart contracts can be used to
automate financial contracts, such as
loans, insurance, and investment
agreements..

4. Digital Identity
Blockchain-based digital identity enables
secure recording and verification of
customer identities. In financial systems,
customer identity is one of the most
important  aspects, both for the

Management
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onboarding process and for transaction
verification.

5. Trade Finance

Trade finance is an important aspect of
international trade, which often involves
lengthy and complicated documentation
processes.  Blockchain  provides a
transparent and verified solution for
handling trade documentation, such as
sales contracts, shipping documents, and
insurance claims. All parties involved in
a trade transaction can access and verify
documents in real time without having to
wait for authorisation or verification
from a third party.

3.2 Challenges

One of the main challenges in implementing
blockchain in the financial sector is the lack
of uniformity in regulations across countries.
Each country has different policies, rules,
and approaches to regulating the use of
blockchain technology, especially in the
financial sector. A significant technical
challenge in implementing blockchain relates
to the ability of the blockchain network to
handle large transaction volumes without
compromising performance, as the number
of transactions increases with the growing
use of blockchain technology. Blockchain
technology must ensure that every
transaction 1is processed quickly without
compromising the integrity and security of
the network. The implementation of
blockchain technology in financial systems
requires significant time and investment.

3.3 Opportunities

The significant opportunity to create a
smarter, more transparent, and efficient
financial system through the integration of
other technologies such as Artificial
Intelligence (AI) and the Internet of Things
(IoT) will undoubtedly open up new
possibilities that could transform the future
of the financial industry. The integration of
Blockchain with Al and IoT will introduce
the concept of a smart financial system
capable of automatically optimising data
management and transactions.
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Financial inclusion is one of the primary
objectives of implementing blockchain
technology in financial systems. In many
developing countries, access to banking
services 1s limited, while blockchain can
offer inclusive solutions.  Blockchain
technology has immense potential to
transform how the world interacts within the
financial sector, particularly in developing
countries that often face barriers to financial
access. Blockchain will provide
opportunities to create a more fair, open, and
globally connected system, supporting more
inclusive and sustainable economic growth.

4. CONCLUSION

Blockchain  has  great potential to
revolutionise the financial industry by
bringing significant changes to financial
transaction processes. This technology can
perform faster, more secure, decentralised

transactions because they cannot be altered,
thereby reducing the risk of data
manipulation and fraud. To realise the full
potential of blockchain, close collaboration
between regulators, industry, and technology
is required. Regulators need to establish a
legal framework that supports the adoption
of blockchain, while the industry must begin
testing blockchain technology for
implementation in their financial information
systems. Researchers must continue to
develop this technology to further enhance
its technical capabilities in the future.
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