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 Cyber-Physical Systems (CPS) connect computational processes with 

physical operations and are increasingly used in industrial control, 

energy management, healthcare, and transportation. This connectivity 

improves automation and monitoring, but it also creates security risks 

because attacks on CPS may affect both digital assets and physical 

processes. Existing intrusion detection approaches based on machine 

learning and deep learning have shown promising performance, yet 

many of them provide limited explanation for their decisions. This 

limitation reduces trust, especially in critical infrastructure 

environments where security decisions must be understandable. This 

study proposes a Hybrid Explainable Intrusion Detection System 

(HX-IDS) that combines Random Forest, Long Short-Term Memory 

(LSTM), SHAP, and LIME. Random Forest is applied to identify 

important features, while LSTM learns temporal attack behavior from 

CPS traffic. SHAP and LIME are used to explain model predictions at 

global and local levels. The proposed framework is evaluated using 

benchmark CPS-related datasets. The results show that HX-IDS 

improves detection performance, reduces false alarms, and provides 

clearer explanations for security analysts. This study contributes to the 

development of more transparent and trustworthy AI-based intrusion 

detection for CPS security. 
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1. INTRODUCTION 

Cyber-Physical Systems (CPS) refer 

to systems in which computational 

components, communication networks, and 

physical processes operate together. These 

systems are now widely used in industrial 

automation, smart grids, healthcare 

monitoring, transportation, and other critical 

infrastructure domains. Their ability to collect 

data, monitor physical environments, and 

support automated decision-making has made 

CPS an important foundation for modern 

digital infrastructure [1], [2]. 

The growing adoption of CPS also 

introduces serious security concerns. Unlike 

conventional information systems, a 

cyberattack on CPS may directly affect 

physical equipment, operational safety, and 

public services. For example, malicious 

manipulation of industrial sensors or control 

signals can disturb production processes, 

damage devices, or create safety hazards. 
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Because CPS environments often combine 

legacy devices, real-time operations, and 

heterogeneous communication protocols, 

securing them is more difficult than securing 

ordinary computer networks [1], [3]. 

Intrusion Detection Systems (IDS) are 

commonly used to identify suspicious 

activities in networked environments. 

Traditional IDS techniques usually depend on 

predefined rules or attack signatures. 

Although these methods are useful for 

detecting known attacks, they are less 

effective when facing new, hidden, or rapidly 

changing attack patterns. This limitation has 

encouraged researchers to explore machine 

learning and deep learning approaches for 

CPS intrusion detection [4], [7]. 

Machine learning models such as 

Support Vector Machine and Random Forest 

have been applied to classify normal and 

malicious traffic. Random Forest is 

particularly useful because it can handle 

complex feature relationships and provide 

information about feature importance. Deep 

learning models, especially Long Short-Term 

Memory (LSTM), are also relevant for CPS 

security because many cyberattacks appear as 

sequences of abnormal behaviors rather than 

isolated events [11], [12]. By learning 

temporal relationships, LSTM can capture 

patterns that may be missed by conventional 

classifiers. 

However, high detection accuracy 

alone is not sufficient for critical 

infrastructure security. Many AI-based 

intrusion detection models produce 

predictions without explaining the reasons 

behind them. This black-box characteristic 

becomes a major issue in CPS because 

security analysts need to understand why a 

system classifies an activity as malicious 

before taking action. Without clear 

explanation, operators may hesitate to trust 

automated decisions, especially when false 

alarms can interrupt important physical 

operations [14], [15], [5], [13]. 

Explainable Artificial Intelligence 

(XAI) offers a practical way to address this 

limitation. Techniques such as SHAP and 

LIME can help reveal how specific features 

influence model predictions. SHAP provides 

a broader view of feature contribution across 

the model, while LIME explains individual 

prediction results. These explanations are 

valuable for cybersecurity analysts because 

they make detection results easier to interpret 

and verify [14], [15]. 

Although previous studies have 

explored machine learning, deep learning, and 

explainability in cybersecurity, there is still a 

need for an integrated framework that 

combines detection performance and 

interpretability for CPS environments. Many 

existing approaches focus mainly on 

improving accuracy, while the explanation of 

detection decisions receives less attention. 

This creates a gap between technical model 

performance and practical usability in real-

world CPS security operations. 

To address this gap, this study 

proposes a Hybrid Explainable Intrusion 

Detection System (HX-IDS). The framework 

integrates Random Forest, LSTM, SHAP, and 

LIME in a single architecture. Random Forest 

is used to identify important features and 

support initial classification, while LSTM 

learns temporal attack behavior from CPS 

traffic data. SHAP and LIME are then applied 

to generate explanations that support security 

analysts in understanding detection results. 

The contribution of this study is the 

development of an intrusion detection 

framework that combines feature-based 

learning, temporal behavior modeling, and 

explainable decision support. The proposed 

framework is evaluated using benchmark 

CPS-related datasets, including UNSW-

NB15, CICIDS2017, BATADAL, and the 

ICS Cyber Attack Dataset [5], [6]. The 

expected outcome is a more trustworthy AI-

based intrusion detection approach that is 

suitable for critical CPS environments. 

 
2. METHODS 

This study adopts a hybrid machine 

learning and deep learning approach to 

develop an Explainable Intrusion Detection 

System for Cyber-Physical Systems (CPS). 

The proposed methodology consists of four 

main phases: dataset collection, data 

preprocessing, hybrid model development, 

and performance evaluation. Figure 1 
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illustrates the overall workflow of the 

proposed Hybrid Explainable Intrusion 

Detection System (HX-IDS). 

2.1 Dataset Collection 

To ensure comprehensive evaluation, 

four benchmark datasets commonly used in 

CPS and cybersecurity research were 

selected. These datasets include UNSW-

NB15, CICIDS2017, BATADAL, and the 

ICS Cyber Attack Dataset. The UNSW-NB15 

dataset contains modern attack scenarios and 

realistic network traffic generated in a 

controlled cyber range environment. 

CICIDS2017 provides a comprehensive 

collection of benign and malicious network 

activities, including denial-of-service attacks, 

brute-force attacks, botnet activities, and web-

based attacks. BATADAL focuses on 

cyberattacks targeting water distribution 

systems and is frequently used to evaluate 

intrusion detection techniques for critical 

infrastructures. The ICS Cyber Attack Dataset 

contains attack scenarios derived from 

industrial control system environments, 

representing realistic operational conditions 

within CPS. 

The use of multiple datasets enables the 

proposed framework to be evaluated under 

diverse attack scenarios and network 

conditions. Furthermore, the selected datasets 

represent different CPS application domains, 

increasing the generalizability of the 

experimental findings. 

2.2 Data Preprocessing 

Data preprocessing is performed to 

improve data quality and ensure consistency 

across all datasets. Initially, missing values 

and duplicate records are removed to 

eliminate data inconsistencies. Categorical 

features are transformed into numerical 

representations using label encoding 

techniques. Subsequently, numerical 

attributes are normalized using Min-Max 

normalization to ensure that feature values are 

within a consistent range. 

Feature selection is then conducted 

using Random Forest feature importance 

analysis. This process identifies the most 

relevant attributes contributing to attack 

detection while reducing dimensionality and 

computational complexity. By selecting only 

significant features, the proposed framework 

improves learning efficiency and minimizes 

the impact of redundant information. 

The resulting dataset is divided into 

training and testing subsets using a 70:30 

ratio. This partitioning strategy enables robust 

evaluation of model performance while 

reducing the risk of overfitting. 

2.3 Proposed Hybrid Explainable 

Intrusion Detection System (HX-IDS) 

The proposed Hybrid Explainable 

Intrusion Detection System combines 

Random Forest (RF), Long Short-Term 

Memory (LSTM), and Explainable Artificial 

Intelligence (XAI) techniques within a unified 

framework. 

Random Forest serves two primary functions. 

First, it performs feature importance analysis 

to identify critical network traffic attributes 

associated with cyberattacks. Second, it 

provides preliminary classification that 

supports the subsequent deep learning 

process. The selected features are then 

processed by the LSTM network, which is 

specifically designed to capture temporal 

dependencies and sequential attack patterns 

frequently observed in CPS traffic data. 

To improve model transparency and 

trustworthiness, SHAP (Shapley Additive 

Explanations) and LIME (Local Interpretable 

Model-Agnostic Explanations) are integrated 

into the framework. SHAP provides global 

explanations by quantifying the contribution 

of each feature to model predictions, while 

LIME generates local explanations for 

individual classification decisions. These 

explainability mechanisms allow 

cybersecurity analysts to understand why a 

particular traffic instance is classified as 

normal or malicious. 
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Figure 1. Overview of the Proposed Hybrid Explainable Intrusion Detection System 

(HX-IDS) Framework. 

Figure 1 illustrates the architecture of 

the proposed Hybrid Explainable Intrusion 

Detection System (HX-IDS). The framework 

begins with CPS benchmark datasets that 

undergo preprocessing, including data 

cleaning, normalization, encoding, and 

feature selection. Random Forest is employed 

to identify important features and perform 

preliminary classification. The selected 

features are then processed by the LSTM 

module to capture temporal attack patterns. 

Detection results are subsequently passed to 

the Explainable AI layer, where SHAP and 

LIME generate global and local explanations. 

Finally, the generated explanations are 

presented to security analysts to support 

attack interpretation and decision-making 

processes. 

2.4 Performance Evaluation 

The effectiveness of the proposed 

framework is evaluated using several widely 

adopted performance metrics, including 

Accuracy, Precision, Recall, F1-Score, False 

Positive Rate (FPR), and Inference Time. 

Accuracy measures the overall 

proportion of correctly classified instances. 

Precision evaluates the proportion of correctly 

identified attacks among all predicted attacks, 

while Recall measures the ability of the model 

to detect actual attacks. The F1-Score 

provides a balanced assessment of Precision 

and Recall. False Positive Rate is included 

because excessive false alarms can negatively 

affect CPS operations and reduce trust in 

intrusion detection systems. Finally, 

Inference Time is measured to assess the 

suitability of the framework for real-time CPS 

environments. 
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The evaluation metrics are calculated using 

the following equations: 

Accuracy = (TP + TN) / (TP + TN + FP + FN) 

(1) 

Precision = TP / (TP + FP) (2) 

Recall = TP / (TP + FN) (3) 

F1-Score = 2 × (Precision × Recall) / 

(Precision + Recall) (4) 

False Positive Rate = FP / (FP + TN) (5) 

where TP, TN, FP, and FN represent True 

Positive, True Negative, False Positive, and 

False Negative classifications, respectively. 

The experimental results obtained from these 

metrics are discussed in the following section. 

3. RESULTS AND DISCUSSION 

This section presents the evaluation 

results of the proposed Hybrid Explainable 

Intrusion Detection System (HX-IDS). The 

performance of HX-IDS is compared with 

three baseline models: Support Vector 

Machine (SVM), Random Forest, and Long 

Short-Term Memory (LSTM). The evaluation 

focuses on detection performance, false 

positive rate, and explainability analysis. 

3.1 Detection Performance 

Table 1 presents the comparison of intrusion 

detection performance among the evaluated 

models.

Table 1. Performance Comparison of Intrusion Detection Models 

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) 

SVM 88.2 87.5 86.8 87.1 

Random Forest 91.8 90.7 90.3 90.5 

LSTM 95.1 94.4 94.0 94.2 

HX-IDS (Proposed) 96.8 96.0 95.8 95.9 

 

The results show that HX-IDS 

achieves the best performance across all 

metrics. The proposed framework reaches 

an accuracy of 96.8%, precision of 96.0%, 

recall of 95.8%, and F1-Score of 95.9%. 

These values indicate that the hybrid design 

improves the ability of the model to 

correctly identify both normal and 

malicious traffic. 

The performance improvement is 

mainly influenced by the combination of 

Random Forest and LSTM. Random Forest 

helps identify relevant traffic features, 

while LSTM captures sequential behavior 

in CPS traffic. This combination enables 

the model to detect attack patterns more 

effectively than standalone classifiers. 

Compared with LSTM, the 

proposed framework improves accuracy by 

1.7%. Although the improvement may 

appear small, it is meaningful in CPS 

security because missed attacks or incorrect 

classifications may affect physical 

operations. Therefore, even moderate 

performance gains can contribute to better 

system reliability and risk reduction. 

3.2 False Positive Rate Analysis 

False positives are important in CPS 

intrusion detection because unnecessary 

alerts may interrupt normal operations. 

Figure 2 presents the False Positive Rate 

comparison among the evaluated models. 
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Model FPR (%) 

SVM 9.2 

RF 6.3 

LSTM 4.5 

HX-IDS 3.2 

 

Figure 2. False Positive Rate Comparison 

 

The proposed HX-IDS obtains the 

lowest False Positive Rate, with a value of 

3.2%. This result indicates that the 

framework is more reliable in 

distinguishing malicious traffic from 

normal activities. In CPS environments, 

reducing false alarms is important because 

wrong alerts may trigger unnecessary 

responses, increase operator workload, and 

reduce confidence in the detection system. 

SVM produces the highest False 

Positive Rate, which suggests that it has 

more difficulty separating complex attack 

patterns from normal traffic. Random 

Forest performs better than SVM, but its 

performance is still lower than LSTM and 

HX-IDS. The lower FPR achieved by HX-

IDS confirms that the hybrid model 

provides better classification stability. 

3.3 Explainability Analysis 

In addition to detection 

performance, this study evaluates the 

interpretability of the proposed framework 

using SHAP. SHAP explains the 

contribution of each feature to the 

prediction process and helps identify which 

attributes influence the model most 

strongly. 

 

 

Table 2. SHAP Feature Importance Ranking 

Rank Feature Importance Score 

1 Packet Size 0.31 

2 Flow Rate 0.24 

3 Duration 0.19 

4 Protocol Type 0.15 

5 Source Port 0.11 

 

Table 2 shows that Packet Size has the 

highest importance score, followed by Flow 

Rate and Duration. These results suggest 

that traffic volume and timing 

characteristics are important indicators in 

CPS intrusion detection. Malicious 

activities often create unusual packet 

behavior, abnormal communication rates, 

or irregular connection durations.
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Packet Size     ██████████████████ 

Flow Rate       ██████████████ 

Duration        ███████████ 

Protocol Type ████████ 

Source Port     █████ 

 

Figure 3. SHAP Global Feature Importance Analysis. 

 

The SHAP analysis provides a 

global explanation of how the model makes 

decisions. By identifying the most 

influential features, security analysts can 

better understand the behavior of the 

detection model. This is useful for 

validating whether the model focuses on 

meaningful security indicators rather than 

irrelevant attributes. 

3.4 Local Explanation Analysis 

While SHAP provides a global 

interpretation, LIME is used to explain 

individual predictions. This is important 

because analysts often need to understand 

why a specific traffic instance is classified 

as an attack or normal activity.

 

Prediction: ATTACK 

Positive Contribution 

+ Packet Size      +0.68 

+ Flow Rate        +0.35 

+ Duration         +0.22 

 

Negative Contribution 

- Source Port      -0.12 

- Destination Port -0.09 

 

 

Figure 4. Example of LIME Local Explanation for an Attack Prediction. 

For an attack prediction example, LIME shows that Packet Size, Flow Rate, and Duration 

contribute positively to the attack classification. In contrast, Source Port and Destination Port 

contribute negatively. This explanation helps analysts examine the reasoning behind a specific 

decision and supports further investigation. 

The use of LIME improves transparency at the instance level. Instead of only receiving a final 

label such as “attack” or “normal,” analysts can observe which features influenced the 

prediction. This capability is valuable in CPS security because detection decisions may lead to 

real operational responses. 

3.5 Discussion 

The experimental results 

demonstrate that HX-IDS provides a 

balanced improvement in detection 

accuracy, false positive reduction, and 

interpretability. The hybrid structure allows 

the framework to combine the strengths of 
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feature-based learning and temporal 

behavior modeling. Random Forest 

contributes by selecting meaningful traffic 

attributes, while LSTM improves the ability 

to detect attack sequences. 

The explainability components 

further strengthen the practical value of the 

framework. Many AI-based intrusion 

detection systems achieve high 

performance but remain difficult to 

understand. By integrating SHAP and 

LIME, HX-IDS provides explanations that 

can support analysts in validating detection 

results and making informed security 

decisions. 

Another important finding is the 

reduction of false alarms. In CPS 

environments, a high number of false 

positives may lead to unnecessary 

operational interruptions and reduce trust in 

automated detection systems. The low FPR 

achieved by HX-IDS indicates that the 

framework is suitable for security-sensitive 

environments where reliability is essential. 

Overall, the proposed framework 

addresses two major concerns in AI-based 

CPS security: detection effectiveness and 

decision transparency. The results suggest 

that explainable hybrid intrusion detection 

can support more trustworthy cybersecurity 

operations in critical infrastructure 

environments. 

4. CONCLUSION 

This study presented a Hybrid Explainable 

Intrusion Detection System (HX-IDS) for 

improving cybersecurity in Cyber-Physical 

Systems (CPS). The proposed framework 

integrates Random Forest, Long Short-

Term Memory (LSTM), SHAP, and LIME 

within a unified architecture that combines 

intrusion detection and explainability. 

Random Forest was employed to identify 

important traffic features and support 

classification, while LSTM was used to 

learn temporal attack patterns from CPS 

network traffic. To improve transparency, 

SHAP and LIME were incorporated to 

provide global and local explanations of 

model predictions. 

The experimental results demonstrated that 

the proposed framework achieved superior 

performance compared with conventional 

machine learning and deep learning 

approaches. HX-IDS obtained an accuracy 

of 96.8%, precision of 96.0%, recall of 

95.8%, and F1-score of 95.9%. In addition, 

the framework achieved the lowest False 

Positive Rate of 3.2%, indicating its ability 

to distinguish malicious activities from 

normal traffic with high reliability. These 

findings suggest that combining feature-

based learning and temporal behavior 

analysis can significantly improve intrusion 

detection performance in CPS 

environments. 

Beyond predictive performance, the 

integration of explainability mechanisms 

represents an important contribution of this 

study. SHAP and LIME provided 

meaningful insights into model behavior, 

allowing security analysts to understand the 

factors influencing detection decisions. 

This capability enhances transparency, 

supports security auditing processes, and 

increases trust in AI-driven cybersecurity 

solutions. As a result, the proposed 

framework addresses both technical and 

operational challenges associated with 

deploying intelligent intrusion detection 

systems in critical infrastructures. 

Although the proposed framework 

demonstrated promising results, several 

limitations should be acknowledged. The 

evaluation was conducted using benchmark 

datasets, which may not fully represent the 

complexity of real-world CPS 

environments. Furthermore, the framework 

focused primarily on intrusion detection 

and explainability without considering 

collaborative learning or distributed 

deployment scenarios. 

Future research should explore the 

integration of federated learning to enable 

privacy-preserving intrusion detection 

across distributed CPS networks. 

Additional studies may also investigate 

adversarial attack resistance, lightweight 

edge deployment, and real-time adaptation 
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mechanisms. Furthermore, incorporating 

advanced Explainable Artificial 

Intelligence techniques could further 

improve transparency and support the 

development of trustworthy cybersecurity 

solutions for next-generation Cyber-

Physical Systems.  
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